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BACKGROUND OF THE INVENTION 



1. 



Field of the Inventions 



This invention relates to a microcomputer provided 
with a flash memory and a method of storing a program 
into a flash memory, and more particularly to a 
10 microcomputer having a self -programming function of 

rewriting a program stored in a flash memory and a method 
of storing a program into a flash memory. 
2. Description of the Related Arts 



15 interruption of rewriting processing of a flash memory to 
prevent a malfunction is conventionally known and 
disclosed in Japanese Patent Laid-Open No. 6865/1996. 

Fig. 1 is a block diagram showing a general 
configuration of the data processing apparatus disclosed 

20 in the document mentioned above. Referring to Fig. 1, 

CPU 202 performs, upon initialization of such as changing 
of a program, rewriting processing of writing data block 
by block from ROM 203 into flash memory 204 through RAM 
206 and writing a start code and an end code 

25 representative of a start/end of data in a corresponding 
relationship to the data into flash memory 204. 



A data processing apparatus which detects an 
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CPU 202 copies contents of flash memory 204 into RAM 
206 each time power supply is made available. Upon such 
copying, CPU 202 detects a write failure of the data in 
flash memory 204 based on the start code and the end code. 
5 Fig. 2 shows a data structure of flash memory 204. 

Flash memory 204 is divided into a plurality of 
blocks. A data train including data train 101, start 
code 103 and end code 104 is written into each of the 
blocks • 

10 Program codes, a data table and other necessary data 

are included in the data area of data train 101. Start 
code 103 and end code 104 are predetermined arbitrary 
data and added to the start and the end of data train 101. 
Fig. 3 is a flow chart illustrating processing of 

15 the conventional data processing apparatus when a normal 
program is started. 

Data for one block are read out from flash memory 
204 (step CI), and the start code and the end code are 
compared with respective expected values (step C2). Then, 

20 a result of the comparison in step C2 is confirmed (step 
C3). In such a case that rewriting of data of a block 
read formerly has been interrupted halfway, the end code 
or the start code and the end code have not been written 
as yet, and therefore, the start code and the end code do 

25 not coincide with the respective expected values. Thus, 
setting of flash memory 204 and RAM 206 is performed 
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(step C4), and error processing is performed (step C5). 
Then, the normal program stored in RAM 206 is started for 
execution (step C8). 

If it is confirmed in step C3 that the start code 
5 and the end code coincide with the respective expected 

values, then the block is written into RAM 206 (step C6). 
Then, it is confirmed whether the processing has been 
completed for all data or not (step C7). If the 
processing for all data has been completed, then the 

10 normal program stored in RAM 206 is started for execution 
(step C8). If it is confirmed in step C7 that the 
processing for all data has not been completed, the 
control returns to step CI to repeat the operations of 
steps CI to C6 until transfer of the data for the 

15 predetermined blocks to the RAM is completed. 

As described above, in the conventional data 
processing apparatus, when it is confirmed that a start 
code and an end code coincide with respective expected 
values or after setting and error processing for the 

20 flash memory and the RAM is performed, a normal program 
is started, thereby preventing a malfunction of the 
program which arises from a write failure of the flash 
memory . 

However, the conventional data processing apparatus 
25 which employs a flash memory has the following problems. 
The first problem is that, because writing of a 
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start code and an end code for detecting a write failure 
of the flash memory is performed only upon rewriting of 
the flash memory, a write failure cannot be detected if 
it occurs when the rewriting processing is interrupted in 
5 an initial stage* 

For example, if an interruption occurs in rewriting 
processing in an initial stage of erasing processing of 
the flash memory, then the start code and the end code 
may possibly remain without being erased even though some 

^~ 10 of the program codes have been erased already. In this 

^£ case, a malfunction may occur. 

Jf„ Also when all addresses remain without being erased, 

since the program prior to the rewriting remains as it is, 
the operation performed by the data processing apparatus 

en 

^ 15 is different from an expected operation. 

The second problem is that, because a start code and 
^ an end code are added as part of the write data of a data 

area when they are provided on the boundary between 
blocks, it is difficult to produce a program since the 
20 CPU directly executes a program existing in the flash 

memory. Specifically, a computer system sometimes has a 
configuration such that a reset vector or an interrupt 
vector is fixed to a particular address. In a computer 
system of this type, if a reset vector or an interrupt 
25 vector is fixed to an address into which a start code or 
an encode should be stored, a program cannot be produced. 
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Further, although a conventional data processing 
apparatus is configured to read a program into the RAM 
once and then execute the program, when it employs a 
computer having a built-in memory like a single chip 
5 microcomputer, a RAM for storing a program to be executed 
must be prepared additionally for the data processing 
apparatus, resulting in a higher cost for the data 
processing apparatus . 

The conventional data processing apparatus has a 
10 further problem that much time is required to start a 
normal processing program since the program is 
transferred from the flash memory to the RAM. 

SUMMARY OF THE INVENTION 
15 The present invention has been made in view of the 

various problems of the prior art described above, and it 
is an object of the present invention to provide a 
microcomputer provided with a built-in flash memory and 
having a self -programming function and a method of 
20 storing a program into a flash memory by which a write 
failure which arises from an interruption of rewriting 
processing of the flash memory can be detected rapidly 
and with certainty. 

According to one aspect of the present invention, 
25 there is provided a microcomputer provided with a flash 
memory and having a self -programming function of 
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rewriting a program stored in the flash memory, 
comprising a rewrite program area for storing a program 
for a rewriting processing procedure for the flash memory, 
and a controller for forming a plurality of flag areas 
5 locally in the flash memory when the rewriting program 
stored in external storage means or the rewrite program 
area is written into the flash memory, performing 
determination of completion of a plurality of stages of 
rewriting processing or determination of whether the 

10 plurality of stages are good or bad and recording results 
of the determination into the respective flag areas . 

In a microcomputer provided with a flash memory, the 
flash memory may include a plurality of blocks each of 
which is an erasable unit and includes a data area and a 

15 flag area, and the controller may map the data areas of 
the plurality of blocks to successive addresses. 

According to another aspect of the present invention, 
there is provided a microcomputer provided with a flash 
memory and having a self -programming function of 

20 rewriting a program stored in the flash memory, 

comprising a rewrite program area for storing a program 
for a rewriting processing procedure for the flash memory, 
rewriting means for forming a plurality of flag areas 
locally in the flash memory when the rewriting program 

25 stored in external storage means or the rewrite program 
area is written into the flash memory, and a controller 
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for performing determination of completion of a plurality 
of stages of rewriting processing or determination of 
whether the plurality of stages are good or bad and 
recording results of the determination into the 
5 respective flag areas through the rewriting means . 

According to still another aspect of the present 
invention, there is provided a microcomputer provided 
with a flash memory and having a self -programming 
function of rewriting a program stored in the flash 

10 memory, comprising a rewrite program area for storing a 
program for a rewriting processing procedure for the 
flash memory, rewriting means for forming a plurality of 
flag areas locally in the flash memory when the rewriting 
program stored in external storage means or the rewrite 

15 program area is written into the flash memory, a 

controller for performing determination of completion of 
a plurality of stages of rewriting processing or 
determination of whether the plurality of stages are good 
or bad and recording results of the determination into 

20 the respective flag areas through the rewriting means, 
and flag state notification means for comparing, when 
power supply is made available after the rewriting is 
completed, values read out from the flag areas with 
expected values for the flag areas stored in advance and 

25 notifying the controller of results of the comparison. 

In both of the microcomputers provided with a flash 
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memory, the flash memory may include a plurality of 
blocks each of which is an erasable unit and includes a 
data area and a flag area, and the rewriting means may 
map the data areas of the plurality of blocks to 
5 successive addresses. 

According to still another aspect of the present 
invention, there is provided a method of storing a 
program into a flash memory of a microcomputer provided 
with the flash memory and having a self -programming 
10 function of rewriting the program stored in the flash 
1=4 memory, wherein a plurality of flag areas are formed 

fy locally in the flash memory when a rewriting program is 

written into the flash memory, and determination of 
completion of a plurality of stages of rewriting 
If. 15 processing or determination of whether the plurality of 

stages are good or bad is performed, whereafter results 
of the determination are recorded into the respective 
flag areas . 

In the present invention having the construction 
20 described above, part of the flash memory is used for 
flags into which a situation of procedure of rewriting 
processing of the flash memory should be recorded. When 
a program of the flash memory is to be executed, the 
situation of procedure of rewriting can be grasped by 
25 confirming the contents of the flags. Consequently, a 
write failure which arises from an interruption of 
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rewriting processing of the flash memory can be detected 
rapidly and with certainty. 

The above and other objects, features and advantages 
of the present invention will become apparent from the 
5 following description with reference to the accompanying 
drawings which illustrate examples of the present 
invention, 

/ 

BRIEF DESCRIPTION OF THE DRAWINGS 
10 Fig. 1 is a block diagram showing a conventional 

data processing apparatus; 

Fig. 2 is a diagrammatic view showing a data 
structure of a flash memory of a conventional data 
processing apparatus; 
15 Fig. 3 is a flow chart illustrating processing of a 

conventional data processing apparatus when a normal 
program is starts; 

Fig. 4 is a block diagram showing a configuration of 
an embodiment of the present invention; 
20 Figs. 5(A) and 5(B) are diagrammatic views showing a 

configuration of flash area 4 shown in Fig. 4, and 
wherein Fig. 5(A) shows a physical configuration and Fig. 
5(B) shows a logical configuration; 

Fig. 6 is a flow chart illustrating operation of the 
25 embodiment when power supply is made available; 

Figs. 7(A) and 7(B) are diagrammatic views showing 
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details of the configuration of flash area 4^ and wherein 
Fig. 7(A) shows a physical configuration and Fig. 7(B) 
shows a logical configuration; 

Fig. 8 is a diagrammatic view showing a 
5 configuration of flag area 2; 

Fig. 9 is a flow chart illustrating operation for 
rewriting processing of the flag area shown in Fig. 8; 
and 

Fig. 10 is a block diagram showing a configuration 
10 of a second embodiment of the present invention. 




Detailed Description of the Preferred Embodiments 

Preferred embodiments of the present invention will 
be described below with reference to the drawings . 

15 Fig. 4 is a block diagram showing a configuration of 

an embodiment of the present invention. The present 
embodiment includes microcomputer 1, CPU (control means) 
2f rewriting program area 3, flash area 4, rewriting 
means 5 for rewriting flash area 4, RAM 6 for storing 

20 temporary data in processing, and communication means 7 
for interconnecting the components . 

Figs. 5(A) and 5(B) are diagrammatic views showing a 
configuration of flash area 4, and wherein Fig. 5(A) 
shows a physical configuration and Fig. 5(B) shows a 

25 logical configuration. 

Flash area 4 includes a plurality of blocks each of 
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which forms an erasable unit and includes a flag area for 
storing a history of rewriting processing and a data area 
for storing a program, a data table and other necessary 
data. Here, block 1 which includes data area 1 and flag 
5 area 1 is denoted by data 101, and block 2 which includes 
data area 2 and flag area 2 is denoted by 102. 

As shown in Fig. 5(B), the data areas are mapped at 
logical addresses in continuous space. 

Fig. 6 is a flow chart illustrating operation of the 

10 present embodiment when power supply is made available. 
Operation of the present embodiment will be described 
below with reference to Fig. 6. 

Rewriting program area 3 stores a program for 
rewriting flash area 4. Processing by the program stored 

15 in flash area 4 is illustrated on the right side of a 
broken line in Fig. 6, and processing by the program 
stored in rewriting program area 3 is illustrated on the 
left side of the broken line. 

After power supply is made available, initialization 

20 processing for setting the components to initial states 
is performed (step Al). After the initialization 
processing, it is checked whether a rewriting request for 
flash area 4 is present or not (step A2 ) . If a rewriting 
request for flash area 4 is present, then the rewriting 

25 operation is performed (step A3), but if no rewriting 
request for flash area 4 is present, then it is 
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determined whether the rewriting processing for flash 
area 4 has been performed regularly (step A4 ) . 

The determination of the regularity of the rewriting 
processing for the flash area in step A4 depends upon 
5 determination of whether the flag areas shown in Fig. 

5(A) have expected values. If it is determined that the 
rewriting processing has not been performed regularly, 
then error processing is performed (step A5 ) , but if it 
is determined that the rewriting processing has been 

10 performed regularly, then normal processing by the 

program stored in flash area 4 is executed (step A6 ) . 
jr! In the rewriting processing in step A3, when each 

process such as erasure or writing included in the 
rewriting processing comes to an end, a flag representing 

15 this is set. For the expected values to be used for the 
^ determination of the regularity of the rewriting 

processing in step A4 , the flags changed by the rewriting 
processing are used. 

From the stored contents of the flash area which has 

20 been rewritten in such a manner as described above, 

whether the rewriting has been performed regularly can be 
detected by detecting the flags. For example, if the 
rewriting processing is interrupted midway, the flags 
remain in the same states as those prior to the 

25 interrupted processing and therefore have values 

different from their expected values, and it is detected 
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from the difference that the rewriting processing of 
flash area 4 has been interrupted. 

In this manner, in the present embodiment, if the 
processing is interrupted during the rewriting of the 
5 flash memory, this can be detected by using a flag 

representing a history of rewriting of part of the flash 
memory for the determination of the regularity of the 
writing processing. Thus, an otherwise possible failure 
or accident arising from a malfunction of a program can 

10 be prevented. 

Next, the operation of the embodiment described 
above will be described in more detail. 

Figs. 7(A) and 7(B) are diagrammatic views showing 
details of the configuration of flash area 4, and wherein 

15 Fig. 7(A) shows a physical configuration and Fig. 7(B) 
shows a logical configuration. The configuration of 
flash area 4 shown in Figs. 7(A) and 7(B) includes, in 
addition to the configuration of flash area 4 shown in 
Figs. 5(A) and 5(B), rewriting program area 3 for 

20 explaining an example of allocation of addresses and RAM 
6 for storing temporary data in processing. 

Rewriting program area 3 stores the program for 
rewriting flash area 4 . Flash area 4 stores a program 
for normal operation. The program stored in flash area 4 

25 can be changed to augment functions of the system which 
employs the present embodiment or to amend a program to 



13 



eliminate a defect of it. 

Rewriting of flash area 4 is performed by rewriting 
means 5 under the control of CPU 2 in accordance with the 
program stored in rewriting program area (ROM) 3. In the 
5 rewriting, the program in flash area 4 is rewritten into 
program codes received by communication means 7 , 

RAM 6 temporarily stores data during operation of a 
normal program or upon rewriting of rewriting program 
area 3 . 

10 While the example illustrated in Fig. 7(A) includes 

RAM 6, rewriting program area 3 and flash area 4 which 
includes 3 blocks each including a data area of 8 Kbytes 
and a flag area of 1 byte, in order to facilitate 
production of a program, the memory areas may be mapped 

15 in such a manner as illustrated in Fig. 7(B) so that the 
data areas can be assured continuously in flash area 4. 

Fig. 8 is a diagrammatic view showing a 
configuration of flag area 2, 

A flash EEPROM or an EPROM has a common 

20 characteristic that a bit which has not been changed to a 
write value upon writing can be changed later by 
performing writing to the bit again. 

For example, where a flash EEPROM or an EPROM is 
configured so that a bit is changed to ''0" by bit erasure 

25 but changed to "'1'' by bit writing, it is possible to 
write ''1" to the 0th bit once and write "'1" to the 
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remaining bits later. However, a bit to which is 
written once cannot be returned to ''1" by later writing. 

The example illustrated in Fig. 8 makes use of the 
fact just described to allocate the flags to 1 byte which 
5 is one write unit. To BIT7 to BITO, a verify error flag, 
a blank error flag, a rewriting end flag, a verify end 
flag, a write end flag, a black check end flag, an 
erasure end flag and a rewriting start flag are allocated, 
respectively. 

10 Depending upon the structure of cells of a flash 

memory, the cells are deteriorated by writing thereto. 
In this case, a greater number of times of writing 
operations are performed only for the flag area, and this 
reduces the life of the cells of the flag area. As a 

15 countermeasure against this, significance of flags may be 
allocated in a size of a write unit such as 1 byte. 

The flags to be allocated must include at least the 
rewriting start flag and the rewriting end flag in order 
to achieve the principal object of the present invention. 

20 However, the flags to be allocated should be selected so 
as to keep a more detailed history so that, when writing 
is performed after an interruption of rewriting is 
detected, the rewriting can be performed efficiently by 
proceeding with the rewriting processing beginning with a 

25 process following the process at which the rewriting has 
been interrupted. 
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Fig. 9 is a flow chart illustrating operation for 
rewriting processing of the flag area shown in Fig. 8, 
and the rewriting processing will be described below with 
reference to Fig. 9. The following description proceeds 
5 on the presumption that the value of each cell of the 
flash memory is changed to ''0" by erasure and to ''1" by 
writing . 

Referring to Fig. 9 , at a point of time when 
rewriting processing is started, the flag area has a 

10 value ^'00111110" which is an expected value when 

rewriting is completed regularly, and in order to set the 
rewriting start flag which represents that rewriting 
processing is started, writing into the flag area is 
performed to change the value of the flag area to 

15 ^^00111111" (step Bl). 

The setting of the rewriting start flag makes the 
program stored at present in rewriting program area 3 
different from an expected program. Therefore, even if 
the rewriting processing is interrupted in its initial 

20 stage, such interruption of the rewriting processing can 
be detected from the difference. 

Then, erasure of the rewriting area is performed 
(step B2). Thereupon, also the flag area is erased. 
Consequently, the flag area now has a value ''00000000" 

25 without specifically designating the flag area for the 
change . 
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Thereafter, the erasure end flag which represents 
that erasure is completed is set (step B3) to change the 
value of the flag area to "^00000010". 

Then, a blank check of the data area is performed in 
5 order to confirm whether the erasure has been performed 
completely (step B4 ) , and then a result of the blank 
check is confirmed (step B5)- If the blank check reveals 
some incoincidence , the blank error flag is set (step B6 ) . 
Alternatively, however, the processing beginning with the 

10 erasure described above may be performed again. 

If the blank check is completed regularly, then the 
blank check end flag is set (step B7) to change the value 
of the flag area to ^^00000110", and then writing 
processing is performed continuously (step B8). 

15 After the writing is completed, the writing end flag 

is set (step B9 ) to change the value of the flag area to 
^'00001110", and a verify operation for confirmation of 
whether the writing has been performed regularly is 
performed (step BIO). 

20 Thereafter, a result of the verify processing is 

confirmed (step Bll). If it is confirmed from the result 
of the verify processing that the writing has not been 
performed regularly, the verify error flag is set (step 
B12). Alternatively, however, the writing operation may 

25 be performed again. 

If the result of the verify processing proves that 
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the writing has been performed regularly, then the verify 
end flag and the rewriting end flag are set (steps B13, 
B14), thereby ending the rewriting processing. 

As described above, in the present embodiment, every 
5 time a step of rewriting processing is completed, a 
history representing that the step is completed is 
recorded into the flag area. Consequently, when a normal 
program is started, it can be detected whether rewriting 
processing is completed or not and in which stage the 
10 processing is interrupted by confirming the flag area of 
flash area 4 . 

Fig. 10 is a block diagram showing a configuration 
of a second embodiment of the present invention. The 
second embodiment of the present invention will be 

15 described below with reference to Fig. 10. 

The present embodiment is different from the first 
embodiment in the configuration of rewriting means 5 
which, in the first embodiment, merely performs a 
rewriting operation in order to reduce the burden to CPU 

20 2. The present embodiment is similar in the components 

to those of the first embodiment shown in Fig. 4, and the 
like components thereof are denoted by like reference 
numerals and overlapping description of them is omitted 
here to avoid redundancy. 

25 Rewriting means 5 in the present embodiment includes 

rewriting control circuit 8, data holding means 9, 
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rewrite state holding means 10, and multiplexer (MPX) 11. 

Rewriting control circuit 8 controls data holding 
means 9, rewrite state holding means 10 and multiplexer 
11 to effect control of designation of a rewriting area 
5 in flash area 4 and control of rewriting of flash area 4 
such as writing and erasure. Rewriting control circuit 8 
outputs address information of a block which is an object 
of rewriting and address information of a flag for the 
block. 

10 Data holding means 9 stores write data for the data 

area in flash area 4, and outputs the write data to 
multiplexer 11 under the control of rewriting control 
circuit 8 . 

Rewrite state holding means 10 stores information 
15 regarding different processing stages of rewriting 

processing and information of a block which is an object 

of rewriting. 

Multiplexer 11 is controlled by rewriting control 

circuit 8 such that, upon writing into the data area, 
20 multiplexer 11 selects the output of data holding means 9 

and outputs it to flash area 4, but upon writing into the 

flag area, multiplexer 11 selects an output value of 

rewrite state holding means 10 and outputs it to flash 

area 4 . 

25 The output value from rewrite state holding means 10 

to multiplexer 11 is a value which is written into the 
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flag area when each process of rewriting processing is 
completed, and is updated by rewriting control circuit 8 
each time the control advances to a next processing stage. 
As described above, rewriting of each flag area in 
5 the present embodiment is performed by rewriting control 
circuit 8 in accordance with contents of address 
information stored in rewrite state holding means 10. 
CPU 2 performs starting of a rewriting operation and 
determination of writing contents, but need not allocate 
10 the flag areas to particular addresses. This reduces the 
burden to CPU 2 and allows CPU 2 to perform some other 
processing. Consequently, the processing coefficient is 
augmented. 

In Fig. 10, the embodiment shown includes flag state 
15 notification means 70 in addition to the components 
described above. Flag state notification means 70 
compares, when power supply is made available after 
rewriting is completed, values read out from the flag 
areas and expected values for the flag areas stored in 
20 advance and notifies CPU 2 by interrupt whether rewriting 
of the flash areas has been performed regularly. 
Although the comparing operation is usually performed by 
CPU 2, the construction just described eliminates the 
necessity for CPU 2 performing the comparing operation, 
25 and this further augments the processing efficiency. 

Since the present invention is constructed in the 
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manner described above, the following effects are 
achieved . 

The first effect is that a malfunction arising from 
an interruption of rewriting processing can be prevented 

5 and. a failure or a fatal accident of a set can be 

prevented because, upon rewriting processing of a flash 
area, a history of rewriting processing is written into a 
flag area and, before processing is performed for a 
program in the flash area, confirmation of whether the 

10 writing processing is completed regularly or not can be 
performed rapidly and with certainty merely by referring 
to the flags . 

The second effect is that, since a history of 
rewriting processing can be left in a starting stage of 

15 the rewriting processing, also an interruption of the 
rewriting processing such as erasing processing in an 
initial stage can be detected. 

The third effect is that, since a history of 
completion of a process can be left by each process in 

20 rewriting processing, when rewriting is performed again 
after the rewriting processing is interrupted, the 
rewriting processing can be resumed beginning with a 
process immediately following the process at which the 
rewriting processing has been interrupted. 

25 The fourth effect is that, where the data areas are 

set to successive addresses, a program can be produced 
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readily. 

Further, when compared with a conventional 
configuration wherein a program is transferred from a 
flash memory to a RAM in order to execute the program, 
5 the present invention has an effect that the cost for the 
RAM for execution of a program can be eliminated and the 
time required to start a normal processing program can be 
reduced . 

While preferred embodiments of the present invention 
10 have been described using specific terms, such 

description is for illustrative purposes only, and it is 
to be understood that changes and variations may be made 
without departing from the spirit or scope of the 
following claims. 
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